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Alert
Based on the information that alert provided, it appears that there is some malicious
VBScript executed on a system named "David" with an IP address of 172.16.17.31. The
Alert is triggered by a SOC139 rule for VBScript Suspicious Behavior Detected.

VBScript is used to give functionality and interaction to web pages. VBScript can be
used for client-side scripting.

The L1 analyst observed that the vbs file seems to be a part of WSHRAT family based
on its behavior and has been flagged by multiple antivirus engines on Virustotal. The file
path is identified as:
“C:\Users\LetsDefend\Downloads\Purchase_Order\Purchase_Order.xls.vbs”
The device action is marked as "allowed", indicating that no action was taken by the
device to prevent or block the execution of the file.

WSHRAT, also known as “Windows Script Host Remote Administration Tool,” is a type
of malware that allows a hacker to remotely access to the victim's computer through
the use of malicious VBscripts. WSHRAT is a variant of Houdini worm and has vbs
and js variants.

According to the trigger reason provided, the VBScript attempts to access sensitive
system resources or files, such as the Windows Registry or system files, that are not
related to its expected functionality.

Overall, it appears that there may be malicious activity occurring on the system, and
further investigation is needed to identify the extent of the activity and determine any
necessary actions to remediate the situation.



Detection

Verify
As an incident responder, one of the first steps we take to verify the alert and determine
whether it is a false positive or a true positive incident is to analyze the logs collected
from the host by our security products.

The first step we can take to investigate the hash value of the suspicious file is to use
online threat intelligence platforms such as VirusTotal, Hybrid Analysis, and
MalwareBazaar.

Based on the information provided by VirusTotal, it appears that the suspicious file has
been flagged as malicious by 30 out of 58 antivirus engines. The file has been labeled
as "RAT - TROJAN, Malware, Persistence" which indicates that it is likely a type of
malware that is designed to create persistence on the host machine.

Persistence refers to the ability of malware to maintain its presence on an infected
system even after the system has been restarted or the malware process has been
terminated.

VBS malware can achieve persistence by creating startup entries in the Windows
registry, creating scheduled tasks, or modifying system files.

Also when we check the “Threat Intel” tab we see that the hash is flagged as malicious.



Now that we have determined that the file is malicious, the next step is to investigate
whether the file has been executed on the host system. To do this, we can check the
Process List from the Endpoint Security tab to see if the file has been run on the
system by looking at running processes is a quick and straightforward method for
identifying any active instances of the file.

As seen above, the file has been run on the system.

It appears that the Windows Script Host (Wscript.exe) was used to execute a Visual
Basic Script file called "Purchase_Order.xls.vbs". The command line used to execute
the script indicates that the script file is located in the
"C:\Users\LetsDefend\Downloads\Purchase_Order" directory.

The parent process of Wscript.exe was explorer.exe, which is the default Windows
shell. This means the process was executed by a user called "LetsDefend" on the
machine.

WScript is a Windows Script Host (WSH) engine that allows you to execute scripts
written in various scripting languages on Windows operating systems.

Based on our analysis, we have confirmed that the alert is a true positive (TP), and the
labeled "RAT-TROJAN" malware has executed on the system. This incident warrants
further investigation and an appropriate response.



Analysis

Initial Access
The presence of malicious files on the computer should make us think about initial
access. It is crucial to investigate the initial access point of the attacker in order to
determine how they were able to gain unauthorized access to the system.

We can proceed with connecting to the host machine for further analysis. This can
easily be done from the Endpoint Security tab by searching for the hostname or IP
address and clicking the “Connect” button.

We have identified that the suspicious file is located in the downloads folder in alert
details. When we checked the related path, we found that the file still exists.

To begin our investigation, we will review the logs under the Endpoint security tab and
cross-reference them with the information we gathered from the alert page.

On the “Browser History” its seen that the Purchase_Order.zip was downloaded from
the address hxxps[:]//files-ld.s3.us-east-2.amazonaws[.]com/Purchase_Order.zip
on 2023-04-20 09:40



We can simply verify this by connecting to the host machine and analyzing the Sysmon
Event ID: 15 logs.

When a file is downloaded from the internet it is saved to the local system. File
streams are recorded by Event ID: 15 on sysmon logs.



Our investigation has revealed that the Purchase_Order.zip file, which contains the
malicious Purchase_Order.xls.vbs file, was downloaded from the Chrome browser to
the compromised system.

This suggests that the initial infection vector was likely a malicious website or a phishing
email that tricked the user into downloading and running the file.

As part of our investigation, we will review the Email Security tab on LetsDefend to
check if any phishing emails were sent to the user.



On the email security tab we can simply filter the username to see what emails that
David received or sent. We see that David received an email from
support@gododdy.com with the subject of “Your domain registration has
confirmed”.

This is highly suspicious as the sender is attempting to imitate a legitimate domain
(godaddy.com) in order to trick the user into opening the email and clicking on any links
or attachments contained within it.

To determine whether this email is a phishing email or not, we can download it in EML
format and carefully analyze its content and headers.

To do header analysis, we can use tools such as mxtoolbox email header analyzer.
https://mxtoolbox.com/EmailHeaders.aspx

https://mxtoolbox.com/EmailHeaders.aspx


The email that David received from support@gododdy.com with the subject "Your
domain registration has confirmed" contained the following message:



This message is a classic example of a phishing email that tries to trick the user into
clicking on a malicious link or downloading a malware-infected attachment.

The phishing email containing the attachment "Purchase_Order.zip" was designed to
trick the user into executing the malicious file "Purchase_Order.xls.vbs," which in turn
led to the execution of a malware on the host machine.

Enabling "file name extensions" is a crucial step for forensic investigators, as it allows
for better identification and analysis of file types, which can help uncover potential
security breaches and malicious activities on a system.

As observed, the apparent XLS file was actually a VBS file disguised with a double
extension, indicating that the attacker used a common masquerading technique to
conceal the true nature of the file from the user. This highlights the importance of
educating users on how to identify suspicious file types and avoid falling victim to similar
attacks in the future.

Upon further investigation, it is discovered that the initial compromise was achieved
through a successful phishing attack, which enabled the attackers to gain access to
the host machine.

PHISHING T1566



Persistence
Once an attacker gains initial access, they may try to establish persistence to ensure
continued access to the system or network, even if their initial access is discovered and
removed.

Once we have confirmed the presence of the malware, our next step should be to
investigate any potential persistence by the attacker.
In terms of malware persistence, attackers may use a variety of techniques to maintain
access to a compromised system, such as adding a new service or scheduled task,
modifying startup folders, or installing a rootkit.
Here are some registry common autorun registry keys for persistence.

Common Autorun Registry Keys
• Active Setup
HKLM\Software\Microsoft\Active Setup\Installed Components\%APPGUID%

• AppInit_DLLs
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows\AppInit_DLLs

• Run Keys
HKLM\Software\Microsoft\Windows\CurrentVersion\Run, RunOnce

• Services and ServiceDLLs
HKLM\System\ControlSet###\Services\<Servicename>,<ImagePath>
HKLM\System\ControlSet###\Services\<Servicename>\Parameters,<servicedll>

• Shell Extensions
HKLM\Software\Microsoft\Windows\CurrentVersion\Shell Extensions

• UserInit
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\UserInit



To do this we can start by analyzing the tracks of malware on sysmon logs.
Analyzing sysmon logs can be an effective way to identify indicators of compromise
(IoCs) related to malware persistence.

In this sysmon log it is seen that the malware achieves persistence by adding itself to
“HKU\S-1-5-21-3163960855-2866672989-1813526453-1008\Software\Microsoft\Wind
ows\CurrentVersion\Run\Purchase_Order.xls.vbs” registry the Run key.



Further analysis shows that the malware also adds itself to the startup too.
C:\Users\LetsDefend\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\Purchase_Order.xls.vbs

Placing a program within a startup folder will also cause that program to execute when a
user logs in. There is a startup folder location for individual user accounts as well as a
system-wide startup folder that will be checked regardless of which user account logs
in.



Furthermore, we should review the host's Network Connections on Endpoint Security
tab to identify any communication with external servers.

It is seen some suspicious outbound connections have been made from the infected
host machine. These connections were made to external IP addresses and domains
that are known to be associated with malware.

And flagged as malicious on virustotal.



It can also be seen in the sysmon logs that the malware makes requests to the
chongmei33[.]publicvm[.]com which resolves to related malicious ip address
103[.]47[.]144[.]80

Based on our analysis, we have identified that the malware used Boot or Logon
Autostart Execution technique to remain persistent on the host machine.

T1547 Boot or Logon Autostart Execution



Privilege Escalation
We reviewed system logs, analyzed running processes, and checked for any suspicious
system changes, but did not find any evidence of attempts to gain elevated access or
escalate privileges.
Based on the analysis there were no privilege escalation indicators.

Credential Access
Based on investigations of logs there weren't any Credential Access methods used by
the attacker.



Containment
Based on the information gathered during the investigation, it is highly likely that the
system has been compromised. To prevent further data loss or unauthorized access, it
is recommended to isolate the system from the network immediately.

Isolation of the host can be made from the endpoint security tab.

Hostname David

IP Address 172.16.17.31

Additionally, we should delete the phishing email from the user's mailbox to prevent any
accidental or intentional re-execution of the malware. The user should also be educated
on how to identify and avoid phishing emails in the future to minimize the risk of similar
incidents occurring.

Deletion of mail can be made from the Email Security tab.



Lesson Learned

● Educate users on identifying files with double file extensions to prevent malicious
files from being delivered to target systems.

● Report phishing emails to the IT/security team immediately upon identification to
prevent further damage.

● Educate users on common characteristics of phishing emails, such as urgent
language and suspicious links or attachments, to help them better identify and
report such emails.

Remediation Actions
● Delete the malicious VBS file on the compromised computer to prevent further

execution and damage.

● Delete the phishing email from the affected user's mailbox to prevent further
access by the attacker.

● Isolate the compromised machine from the network to prevent the attacker from
accessing other resources and systems within the organization.



Appendix

MITRE ATT&CK

MITRE Tactics MITRE Techniques

Initial Access T1566 Phishing

Execution T1059 Command and Scripting Interpreter

Persistence T1547 Boot or Logon Autostart Execution

Defense Evasion T1036 Masquerading

Discovery T1062 System Information Discovery



Artifacts

Filename SHA256 Value

Purchese_Order 1c546a6548beda639640ebfbb52abd5f6013c33500172cfccf
0e8716c96bb196

IOC TYPE VALUE

Domain chongmei33.publicvm.com

IPv4 103.47.144.80

URL http://chongmei33.publicvm.com:7045/is-ready


