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ALERT

When Tier 1 analyst investigated the powershell script named “endpoint.ps1”, he/she saw that
powershell commands are encoded and he/she uploaded the encoded commands to
base64decode.org website. When the analyst tried to decode the commands he determined
that decoded code belongs to Cobalt Strike.



DETECTION

Verify

Normally alarms that have been escalated from Tier 1 to Tier 2 should be really harmful events.
But due to lack of technical knowledge, lack of technical analysis, and authorization problems
not all of the escalated alarms are True Positive.

Before starting the Incident Response process we should make sure the escalated event is due
to a harmful action.

Initially we should decide whether we need an advanced level analysis by looking into the data
included in the details of the alarm.

When we look into the Command Line parameters we see that a Powershell script named
“endpoint.ps1” has been run. Since there is not any other Command Line parameter related to
the process we cannot make any assumptions without looking into the script.

We should start the analysis by downloading the Powershell script named “endpoints.ps1”
through SIEM by clicking the “Download” button. (To keep your device safe and uninfected you
should investigate the files in an isolated environment. Because the alarms on the LetsDefend
are from real life incidents,and malwares are real malicious softwares.)

When we open the Powershell script named “endpoint.ps1” on a text editor we can access the
commands within it. In the script we see that a string encoded with Base64 is decoded and
assigned to a variable named “$s”. Later on, the decoded string is decompressed (meaning
unzipped) and commands are run.



Base64 decoding and Zip decompression processes increase the probability of the script being
malicious since those are not behaviors of a legitimate application.

We need to access the Powershell commands in order to analyse it deeper. First base64
decoding and then Zip decompression steps will allow us to access the malicious commands.
To automate the process you can use the following Python script.

After the decoding process we can confirm the file named “endpoints.ps1” is malicious.

Since we confirm the escalated alarm and it is a harmful Powershell script that has been run on
a machine we should start the Incident Response process.



ANALYSIS

Initial Access

It has been confirmed that a harmful Powershell script has been run on a device named “Matt”.
Detection of the attacker’s initial access to the system is necessary.

The root cause detection is the most important step of the Incident Response. The root cause of
initial access needs to be determined quickly and “open door” must be closed.

The attacker could have established the initial access by phishing or a service that is open to
the internet. Correctly identifying the root cause of initial access depends on determining how
the device is being used and to what purpose it has been used.

Initially the services that are open to the internet should be determined. A tool called Netstat can
be used to determine the listening ports and names of the services belonging to those ports can
be learned.

According to the Netstat command it could be seen that the device does not have any services
(like Web, Email, FTP) open other than standard Windows operating system services.



It could be seen that port 3369 is open to the internet. This port is used as the RDP (remote
desktop protocol) port by default Windows OS settings. By RDP protocol users can access and
control the Windows machines through graphical user interface.

As System Admins know, there are many attackers on the internet scanning the 22 (SSH) and
3389 (RDP) ports. Attackers use “brute force” techniques on authorized accounts through
mentioned services that come with operating systems’ default settings.

Since RDP service is open, it would be the correct approach to check the RDP log events first to
determine the attackers initial access.

If the logs are not deleted by the attacker, we can determine the successful/unsuccessful login
attempts from the log sources below:

● Windows Security Logs
● Microsoft-Windows-Terminal-Services-RemoteConnectionManager
● Microsoft-Windows-TerminalServices-LocalSessionManager
● Sysmon Operational

Going through the details of the alarm on the SIEM, it can be seen that the Powershell script is
run by an “Administrator” account. We need to determine whether the administrator account has
been the target of brute force attack and whether there is a successful login. Since the
Powershell script is run on the date 05.09.2021, we should filter down the logs to the same date
to start our investigation so that we would not get lost in the Windows Security Event logs.

When a successful RDP session is created an event ID 21 called
“Microsoft-Windows-TerminalServices-LocalSessionManager/Operational” is created. When we
look into the event ID 21 on 05.09.2021 we can see that an RDP session is being created with
an “Administrator” account from the IP address of 3.16.42.241.



We determined that the attacker had a successful login to the device name “Matt” on the date
05.09.2021 at 12:12 using the IP address of 3.16.42.241. To finalize the root cause analysis, we
need to determine how the attacker gets the Administrator password. To date,we still often see
brute force attacks on RDP services as initial access methods.

The failed login attempts create a Windows Security event with ID number of 4625. So we
should be investigating the events that are created before 12:12 and have the ID number of
4625.

When event ID 4625 is investigated under Windows Security, we can see that there are many
records of failed login attempts. Since the RDP is open to the internet, there are many scanners
doing brute-force attacks. To determine the root cause clearly, we need to determine whether
we had an attack from the IP address of 3.16.42.241.

We can see that there are failed login attempts from the aforementioned IP address. So it has
been determined that the attacker got the Administrator password by brute-force attack.



Execution

We have determined the root cause successfully. We should be looking for the attacker's
actions on the system.

On the devices that have Sysmon installed, it can be easily determined what actions have been
taken by attackers by looking at the event ID number 1 on the Sysmon Operational. But before
looking into the ID number 1 Sysmon Operational events, let's start with determining the files
that have been written on the file system.

When there is a file written on the file system event with ID number 11 is being created on
Sysmon Operational. By using this event ID the files that have been written by the attacker can
be determined.

To do so let’s filter events by the ID number of 11.



When event ID 11 is investigated on the date of the attack, we can see the following files are
being written on the file system. To create a successful timeline report, it is important to
determine the dates when the files have been written.

Date File Name

05.09.2021 12:30 new1.bat

05.09.2021 12:32 Advanced_Port_Scanner_2.5.3869.exe

05.09.2021 12:39 nc111nt.zip

05.09.2021 12:43 endpoint.ps1

At 12:30, we can see that a file named “new1.bat” has been written to the file system by
Notepad.exe.



At 12:32, a file named Advanced_Port_Scanner_2.5.3869.exe was created by Chrome.



At 12:39, a file named nc111nt.zip was created by Chrome.exe.



At 12:43, a file named endpoints.ps1 was created.



We have determined which files have been created and when they have been created. We can
assume that these files are being used by the attacker. But assuming can lead us to a mistake,
so we need to determine which processes are being executed by the attacker.

From Sysmon Operational events we look into the ones with evenID of 1 to see which
processes are created. This will inform us about what the attacker was doing in the system.



We can see that the attacker has run the file named “new1.bat” at 12:31 with cmd.exe that he
created at 12:30. The easiest way to understand what purpose does New1.bat serve is to open
it in a text editor and read it. But since the file is being deleted from the file system we cannot
see the content of the file.

Under these circumstances, to find what the “new1.bat” file does, the best method would be
looking into the child processes. To determine the child processes we need to determine the
PID number of the parent process which is the process run on cmd.exe as new1.bat. Within the
Sysmon evenID number 1 events, we can see the parent process ID is 4360.

After finding the parent process ID number, what needs to be done is to locate those Sysmon
Operational events with process ID number 1 that has parent process ID number of. So we can
understand the purpose of the new1.bat file.

After investigating the Sysmon Operational events with ID value of 1 and PID value of 4360, we
can observe that the new1.bat file collects data on the system. It collects data on applications
on the system, list of processes, active internet connections and so on.







Additionally, it has been observed that several domain names have been searched within the file
system. Users keep their passwords on a txt file so that they would not forget them. So by
searching domain names, the attacker expects to find such a document to further expand
his/her exploits.







It has been determined that the attacker executed the “Advanced_Port_Scanner_2.5.3869.exe”
file at 12:32 which is written to the file system at 12:32.



Sysmon Operation event ID 3 is dedicated for the port scanning activities. We can identify the
scanning activity by using event ID number 3.







Events with ID 3 show helps us to identify that the attacker scanned the ports in the internal
network. So the attacker is scanning the ports so that he can make a lateral movement and
expands his exploits to the other systems.

When other Sysmon Operational events with ID 1 are investigated, it can be observed that the
attacker has run the Powershell script named “endpoints.ps1” at 12:43.

“endpoint.ps1” file triggered a rule on SIEM solution.



Up to this point, we know the root cause of the initial access, when and how the attacker
accessed the system, and the purpose of the attack.

Exfiltration

There are multiple purposes behind cyber threat actors' hijacking of systems. Some threat
actors want to steal the information on the system, some want to gain reputation by sharing the
system on the Internet, and some want to make the systems unusable.

In the cyber security incident we reviewed, we observed that the attacker used the findstr tool to
detect sensitive information after entering the system. We can assume that the cyber threat
actor wants to exfiltrate this information after detecting it. For this reason, we need to determine
whether there is exfiltration and what information, if any, is exfiltered by the cyber threat actor.

Cyber threat actors frequently use netcat to upload/download files. During the execution phase,
we detected that the cyber threat actor downloaded the "netcat" application through Chrome. In
order to determine for what purpose the Netcat application is used, we need to find the netcat
application among the Sysmon Operational events with the ID number 1.



It has been determined that the netcat application is run among the Sysmon Operational events
with the ID number 1. When the CommandLine parameters of the related process are
examined, it is seen that the IP address 3.16.42.144 is connected to port 4444, but not all
CommandLine parameters can be displayed.

When Sysmon Operational events with the ID number 3 are examined, it is seen that the
attacker has created a successful communication with the IP address of 3.16.42.144 through
port number of 4444.



When “Terminal History” of Matt is investigated through “Endpoint Security”, the complete netcat
command can be seen.The attacker exfiltrated an SQL file named  “user-db-backup.sql”.

Aforementioned file is located under the “Documents” file of the Administrator user.





CONTAINMENT

According to the Incident Response procedure published by NIST, there are 4 stages. These
are: Preperation, Detection and Analysis, Containment/Eradication/Recovery and Post Incident
Activity.

In order to cut off the attacker's access to the device and prevent the attack from spreading to
other devices in the network, the device must be disconnected from the network. During
Forensics examinations, the open device should not be turned off and the closed device should
not be turned on. For this reason, disconnecting the device from the network is a recommended
method to cut off the attacker's access and prevent the attack from spreading.

In order to disconnect the device from the network and isolate the device, a device named
“Matt” must be found on the “Endpoint Security” page and the device must be isolated with the
“Request Containment” button.



ERADICATION

● Administrator account password should be changed.
● If it is not necessary, the Administrator account should be removed from the Remote

Desktop Users group.
● The files that are downloaded by the attacker should be removed from the file system.



LESSON LEARNED

● If it is not necessary RDP service should not be open to the internet. If it needs to be
open, IP limitations should be implemented.

● Use of generic passwords should not be allowed.
● Users that do not need to use the RDP service should be removed from the Remote

Desktop Users group.



APPENDIX

MITRE

MITRE Tactics MITRE Techniques

Initial Access External Remote Services

Initial Access Valid Accounts

Initial Access Local Accounts

Execution Command and Scripting Interpreter

Execution Software Deployment Tools

Defense Evasion Indicator Removal on Host

Exfiltration Exfiltration Over Alternative Protocol



Cyber Kill Chain

Cyber Kill Chain Steps Technique used in the attack

Reconnaissance Port Scanning

Weaponization

Delivery Via RDP Service

Exploitation Brute force

Installation Cobalt Strike

Command and Control

Action on Objectives Exfiltration DB backup



Artifacts

Field Value

IP Address 3.16.42.241

File Name endpoint.ps1

File Name new1.bat

File Name Advanced_Port_Scanner_2.5.3869.exe

File Name nc111nt.zip


